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 Cookies! 
 
What are cookies? 

 Cookies are files that are created on your computer when you visit certain websites. 

 Can be either temporary (session) or permanent (persistant). 

 Can be first party (the website issues cookie) or third party (advertisor on website issues cookie). 

 Cookies are bits of code that can be deposited on your computer to help the web site you are visiting remember 
things about you. 

 Cookies themselves do not prompt the user for anything, but store data on what you do (on their site?) 
including (potentially) your userid and password, other Personally Identifiable Information PII). 
  

Where will I find cookies? 
Most websites now use cookies, the more popular sites tend to be more likely to require cookies per this study at UCSD. 

Federal websites have traditionally been banned from using tracking cookies, despite being common around the web — 
a situation the Obama administration is proposing to change as part of an attempt to “modernize” government 
websites. 

Are Cookies Necessary? 
There are still some websites that do not require cookies. 
Some sites have moved to “free” websites because they now use cookies to collect (and distribute) your data instead of 
asking you for money directly. 
In many cases, if you have cookies blocked, you will not be allowed to access a site or use some or any of the features of 
the website. 
 
Are Cookies Bad? 
It’s a matter of perspective; Web marketing folks will tell you that they are good (or at least not bad).  They see them as 
a way to identify customer preferences and help “enhance your browsing experience”. 
 
Cookies are more of a privacy issue than anything else.   They are a way that web sites can (at least) track information 
about you, whether it is your buying habits, payment methods, address, userid, etc. 
 
More and more web browsers (eg. Safari, Internet Explorer, Firefox, Chrome and Opera) have settable options to either 
disallow or selectively allow cookies. 
 
Cookies may be used for a number of reasons:  

 For personalization of your browsing experience 

 For tracking your data 

 For security 

 For giving (your) data to a third party 
 
Advanced Methods for Dealing with Cookies 
Another option for working with cookies when you prefer not to use them, but have to deal with sites that require them 
is to use two different browsers, Firefox and Internet Explorer, for example.  Set up one browser to reject cookies (or 
prompt for them if you want to know when they’re being requested).  Use that browser as your default browser, and for 
any sites that do not require cookies.  Set up the other browser to accept cookies, and only use it for sites that require 
cookies. 
 
A different, but similar option if you have multiple computers would be to set up the browsers on the computers as 
above, and just use the appropriate computer for browsing a site that does or does not require cookies. 

http://cseweb.ucsd.edu/~lbent/WWW2004/p688-bent.html
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What Are Flash Cookies? 
Flash cookies are a relatively new phenomenon, they are associated with a program from Adobe called “Flash” that 
allows you to play video, audio and graphics through your web browser. 
“Adobe’s Flash software is installed on an estimated 98 percent of personal computers” 
Flash cookies can be used to reinstate traditional cookies that a user deleted, which is called “re-spawning”. 
 
How should I deal with cookies? 

1.  Understand what they are and how they can affect you. 
2. If you are not concerned about them at all, allow all cookies. 
3. If you are concerned about them, here are some options: 

a. Clear all cookies regularly (every time you close your browser?  Daily? Weekly?) 
b. Configure your browser to prompt you when a website requests a cookie. 
c. Configure your browser to selectively allow/disallow cookies by web site. 
d. Check for and delete unacceptable flash cookies on a regular basis (weekly) using 

http://www.macromedia.com/support/documentation/en/flashplayer/help/settings_manager07.html 
 
What other web-related “things” can I manage from my computer? 
Methods for managing these are browser-specific: 

 Browsing history 

 Temporary files 

 Saved passwords 

 Web form history 

 Pop ups 
 
Here are some other general resources to help understand cookies: 

 http://www.computerworld.com/s/article/9136471/Potential_gov_t_cookie_policy_change_prompts_concerns 

 http://www.htmlgoodies.com/beyond/reference/article.php/3472661 

 http://www.pcbuyerbeware.co.uk/blog/dealing-with-the-security-risks-and-privacy-issues-posed-by-flash-
cookies-lsos/ 

 
 

http://www.wired.com/epicenter/2009/08/you-deleted-your-cookies-think-again/
http://www.macromedia.com/support/documentation/en/flashplayer/help/settings_manager07.html
http://www.computerworld.com/s/article/9136471/Potential_gov_t_cookie_policy_change_prompts_concerns
http://www.htmlgoodies.com/beyond/reference/article.php/3472661
http://www.pcbuyerbeware.co.uk/blog/dealing-with-the-security-risks-and-privacy-issues-posed-by-flash-cookies-lsos/
http://www.pcbuyerbeware.co.uk/blog/dealing-with-the-security-risks-and-privacy-issues-posed-by-flash-cookies-lsos/

