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What is Identity Theft? 
Identity theft is a crime where an imposter obtains personally identifiable information (PII) in order to impersonate 
someone else. This usually starts off with the acquisition of the victim’s social security number or driver’s license 
number, and then can lead to the obtaining of credit, services and merchandise in the name of the victim.  It could 
also lead to a criminal record or arrest warrants for the victim. 

 
How do they steal it? 
Here are some of the methods criminals can use to get your information: 

• Stealing mail, checks, credit cards, ID cards, etc. (this includes old or outdated versions, which may still 
contain information valuable to an identity thief). 

• Collecting trash including discarded paperwork or computer equipment (dumpster diving) 

• Researching the victim using internet search engines, social networking sites or public records 

• Various electronic methods including: 
o A compromised ATM (skimming) or Point of Sale (POS)  card reader, 

o Remotely reading information from an RFID chip (Passport, smart card including drivers license, credit 
card, etc) 

o Impersonating a trusted organization to capture personal information (phishing, SMiShing and vishing) 
• Watching you type data on a keyboard/keypad in person or via video camera (shoulder surfing) 

• Organizational Data breach that captures sensitive information such as a Social Security or credit card numbers. 

• Advertising bogus job offers (often work from home based) or other electronic or physical deals “too good to 
be true” which harvest PII or money. 

• Obtaining user fingerprints to use on fingerprint readers. 

• Tricking a business into disclosing customer information (pretexting) 

 
Here are some resources to guide you in the fight against identity theft: 
Computer world article www.computerworld.com/article/2530129/networking-what-the-web-knows-about-you.html 

FTC guide www.consumer.ftc.gov/features/feature-0014-identity-theft 

ID theft res ctr www.idtheftcenter.org/states/New-Hampshire.html 

NH Dept of Justice doj.nh.gov/consumer/identity-theft/index.htm 

USPS postalinspectors.uspis.gov/investigations/MailFraud/fraudschemes/mailtheft/IDProtectName.aspx 

VA Watchdog www.opcva.com/watchdog/ 
 
 

 
Do-It-Yourself Search 
Use an internet search engine to search for your own name.  Additionally, use the following searches to find some 
information about yourself. Most of these sites want money, but you can get pieces of the puzzle without spending 
anything. 
Google Maps http://maps.google.com 

MyLife.com http://www.mylife.com/ 
PeopleLookup.com http://www.peoplelookup.com/people-search.html?searchform=name& 
Spokeo http://www.spokeo.com/  
WhitePages.com http://www.whitepages.com/  
Zabasearch http://www.zabasearch.com/  
Zillow, real estate http://www.zillow.com/ 
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Paid Services 
These services typically provide regular internet scans of your id, credit monitoring, alerts to you, other reporting and a 
guarantee with recovery services and lost wage recooperation. This type of service may also be referred to 
as “reputation management”. 
Trusted ID www.trustedid.com 
ID watchdog www.idwatchdog.com 
Identity Force secure.identityforce.com 
Identity Guard www.identityguard.com 

 

The following have no pre-protection, but they assist in recovery: 
Lifelock www.lifelock.com 

Protect My ID www.protectmyid.com/ owned by Experian 

Trusted ID www.trustedid.com 

Reputation Defender www.reputation.com 

A comparison www.identitytheftlabs.com/ 
Another comparison www.consumercompare.org/identity_theft_protection_services/compare.php 

 

 
Legal disclaimer: We are not lawyers and these are not endorsements by InfoSec or Bank of New Hampshire. 
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